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(3) Method of protecting electronically published materials using cryptographic protocols. 



@ The present invention is a method of protect- 
ing electronically published documents. It invol- 
ves operating a computer system and network 
(9) for electronic publication of documents, 
including the steps of: a) receiving requests for 
■ documents from a plurality of users (117) hav- 
ing computers with display devices (121) or 
printers (123), including with the requests un- 
ique user identification for each of the plurality 
of users; b) authenticating the requests from 
the plurality of users with a copyright server (7) ; 
c) using the copyright server to direct a docu- 
ment server (3) to act upon proper authenti- 
cation of each request; d) in response to 
direction from the copyright server, using a 
document server (7) to create uniquely en- 
coded, compressed and encrypted documents 
for each authenticated request the documents 
having unique encoding corresponding to each 
of the plurality of users, and forwarding the 
documents to each authenticated request user 
through the network (9) to corresponding 
agents of each authenticated request user, each 
of the agents being selected from display 
agents (111) and printer agents (113); and, e) 
decrypting and uncompressing the documents 
at each of the agents and making the docu- 
ments available for use only in response to 
receiving correct secret keys provided by the 
authenticated request user to the agents. These 
agents are either pre-instailed as software into 



each of the plurality of users' computers, pre- 
instailed as hardware or firmware into user 
hardware selected from display devices and 
printers, or are software programs transmitted 
at the time of use. 
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[57] ABSTRACT 

The method of the invention enables a new printer to 
automatically communicate over a network with client pro- 
cessors connected to the network. The network is at least 
partially controlled by a network server which, for each 
respective printer, stores an "agent" data structure. The agent 
data structure maintaias information about the respective 
client-accessible printer. The method includes the steps of; 
responding to a message from a new printer by storing 
printer identification data included in the message; estab- 
lishing an instance of an agent data structure using data from 
the message; communicating with the new printer to obtain 
further data concerning the new printer for addition to (be 
agent data structure; establishing an instance of a commu- 
nication data structure and inserting data in that data struc- 
ture lo configure a communication procedure which enables 
communication with both the newly connected printer and 
the printer's agent data structure; and responding to a printer 
request from a client processor by employing the commu- 
nication data structure to automatically establish a commu- 
nication pathway between the client processor and the new 
printer and providing data regarding the new printer from 
the agent data structure to the client processor for use 
thereby. 

12 Claims, 4 Drawing Sheets 
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. *~ * vnini i w^^i cwiniami connected network printer. 

COMMUNICATION WITH A NETWORK 

PRINTER SUMMARY 01- THE INVENTION 

FIELD' OF THE INVENTION 5 ^ melhod of ,hc invention enables a new primer to 

automatically communicate over a network with client pro- 
This invention relates to a method for enabling commu- <xssor& connected to the network. The network is at least 
nicaiion with * printer that is newly connected to a network partially controlled by a network server which, for each 
and, more particularly,. to a method and apparatus for pro- respective printer, stores an "agent" data structure. The agent * 
viding such communication without requiring user or net- 30 ^ a,a structure maintains information about the respective 
work administrator intervention. client-accessible printer. The method comprises the steps of: 

responding to a message from a new printer by storing 
BACKGROUND OF THE INVENTION printer identification data included in the message; estab- 

Pnaki;„ rt * „«.*. ,~ - i • L lishing an instance of an agent data structure using data from 

Enablmg a useno employ printer services that are avail- 15 the message; ammnnkaCmg with the new printer to obtain 

M ^^S^S^S 1 !^™ ^ • i OOB » p,BX lMk / M, ? i ^ ««*n.in fi *c new printed for addition to the 

cnZl a?£n ntTc of "° ^™ «* agent data structure; establishing an instance of a commu- 

Lh C ~T \ P ? JCCLS nica,ion dala slruclure a «" i™g data in .hat data struc- 

STkEJ Tn S J ! ^ *™s mUSt * ^ ^ tme to configure a communication ^ocedure which enables 

T Z J ' ! ChCnt Pr ° CeSSOr " SUaUy 20 ^munication with both the newly connected printer and 

n^L TZ V fL° 1 DCIWOrk q i CU u ; 3 P T l*™ lhc P™ ttT ' s a S enl data structure ^ a "d responding^ a printer 

STw^ J k h , C ^"k thc ? ^V* request from a client processor by employing The commu- 

S ^ ^ 'LT^ COnfi S ur ^ ^cation data structure to automatically Establish a commu- 

1 * ^ Umbersome and troubleshooting can be nication pa(hway betwecn (he client y TOcessOT and |hc DfiW 

both difficult and time«onsuming. 2S prinIcr and l0 provklc data regarding the new printcr from 

Certain printer, products include print server cards which the agent data structure to the client processor for use 

enable connect ion of a piinter to a network without requiring thereby, 
a connected host computer. One such product is the MetDi- 

recf product, (JelDirect is a trademark of the Assignee of BR IEF DESCRIPTION OF THE DRAWINGS 

^SLTS^ U p r^gt l b n C ecS £ — WhiCh " 10 Perfom inVC0,iOn 

JetDirect product causes Uansmission of a "Service Adver- nf ~ 0 -> a n . - . « 

tising Protocor (SAP) which is an advertisement of the . *™ T 4 lUus ratc a Io S lcal flow diagram which 

printer's availability. If the network' to which the printer is 35 d< ^ ft>es thc procedure performed by a network server in 

connected is running in accordance with the "NetWare" en . abllD fi *ccess to a newly connected printer by one or more 

network protocol (NetWare is a trademark of the Novell chent P rocessors connected to the network. 

Corporation, San Jose, Calif.), the network is controlled by DETAILED DESCRIPTION OF THE 

a server which includes a database (i.e. called the "bindery") INVENTION 
for receiving and storing SAPs from newly connected print- 40 

ers. Recently, the Novell Corporation has announced a print 

defines the originating printer, its network address, and some < NI > PS >- ND pS * » distnbu.ed, chen.-server, 

capabilities thereof. Upon a user requiring access to a ?H*« , » 0 »-"»jw P» nl serv.ee for network environments. It 
printer, the user calk a utility program running on the user's 45 M^J^J^^i P™^ 50 ^ components 

client processor. That utility program, e.g., the JelAdmin ? 1,nk and el ? abIe ,he ,. shann g of nelW01 * P™'** with 

product (JetAdmin is a trademark of the Assignee of this l^^T™!?? CUe °!, P rocessors - *"* inveD,ion t0 

application), selects a mete to find SAPs stored in a network , * here '" below *»" te considered in the context 

server. Once accessed, the SAP information is downloaded ™ ^* f 1 " 0 * env,ron . meD '- b "' " 18 10 •* understood 

to the client processor and is displayed to the user. The user 50 !h * 1 ,h< \ Nl ?PS environment is used for exemplary purposes 

then selects an appropriate printer and requests that a print 00 y ^ ,ha .' ,he lnven " on ,s ^PP^H to other 

queue be set up in the uetwork server to enable inlercou- D " D , envlronmen,s - 

nection between the client processor and the selected printer. Referring to FIG. 1, a system 10 includes a plurality of 

User specification of the print queue and other data are P nnlers I 2 . K 1 6. «<c that are connected to a network 20 

further required to be entered before the appropriate inter- 55 V J? communication devices 13, IS, 17 etc. One or more 

connection can be accomplished 'n 6 "' processors 22 are also coupled to network 20 and may, 

Because establishment of a network printer interconnec- l^^J^^^T' t T ™ ? 

Hon requires a level of sophistication on the par. of the user, Tn^ln^ 2 °, ,° VCra11 "f ,W ? rk 

thebeginningorlesssophUticateduserwilloftenexperience - ™ H Tn?"t^ ^' T ' V™* ""'T* 

difficultiesinestabhshingaproperprinter/cUentconhection. " ^ ef P " n ^^MT^- ,,,W01 ^ herc ° f - ° 

a™^; i„ it • u- L r u : • • Dne1, lhc network P Iu S and print service enables a newly 

J^^«£X 30 m ,nVCnl, °? '° Pf0Vlde an COnnCC,ed P rin,er 10 be somatically recognized by network 
improved method for enabling connection of a printer to a server 24; appropriate data structures to created 10 enable 
network and subsequent use of the pr.nter by client proces- communication with the printer; and for appropriate pres- 
sors on me network. 65 dures l0 ^ cnabIcd which aliow a requesling clienl (0 couple 
It is another object of this invention to provide an to a network printer, all without requiring user or network 
improved method and apparatus for enabling automatic administrator intervention. 
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To perform the network plug and print prtweclurc, network 
server 24 utilizes a processor 26, a net worl interface 28, a 
disk drive 30 and a memory 32, al] of whth communicate 
via a bus system 34. Disk drive 30 enables the loading of 
com ml software into network server 24 (eg., from disk 36) 
to enable the performance of the invention Hereafter, it will 
be assumed that the necessary processei and control pro- 
grams have already been loaded and arecurrently stored in 
memory 32. 

Memory 32 includes a program sectim 38 for storage of 
procedures used to control network ser/er 24 (and network 
20) and a database section 40 whicr is utilized lo hold 
various databases. Program section 38 includes a print 
services manager (PSM) 42 which provides overall man 
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4 i 

procedure 44 is set up lo periodically search bindery 52 for 
new SAPs. When a new SAP is found for new printer 12, a 
call is issued to PSM 42 to establish an instance of an agent 
data structure in managed objects database 54 (box 106). In ■ 
response to that call, PSM 42 sets up an agent data structure 
in managed objects database 54 and includes therein, the 
name received via the SAP from new printer 12 (box 108). 

Next, PSM 42 registers the new printer name in service 
registry database 60, causing that printer to become a 
"public access" printer (box 110). Then network plug and 
print procedure 44 establishes an instance of a communica- 
tion data structure (CDS) 58, specifically for use with the 
just created agejii data structure 56 that is associated with 
new printer 12 (box 112). The' new instance CDS 58 



agement functionality for network sever 24 and all of the « includes, among other data, the name of the associated agent 

subservient procedures contained in program section 38. data structure; the address of new printer 12 and any route 

Network plug and print procedure 4» is the principal pro- information required to reach new printer 12; data to enable 

cedurc utilized to enable recognition, of a printer that is . communication with PSM 42; and further data which 

newly connected to network 20 and ;o enable establishment enables access to other procedures within program memory 

ol the appropriate databases and cbta structures to allow 20 section 38, e.g., network interface/communication proce- 

subscqueni access to the newly corrected printer. Network dure 46, MOD update procedure 48 and Status update 

interface communication procedur* 46 is a process which procedure 50 

nmincn I Tr Un, ' Ca !- 0 K ^"T^* 2 °> usin ? (bc nulwork Thereafter, newly created instance of CDS 58 provides its 

m »n ^ JS^^^nT^T^ m " nam °" t0 pSM 42 f0r 1010 lhc ^oc-ted'agen. data 

cnab esa^ r f structure 56. Such action "binds" the new instance of CDS, 

cnaoie.s an updating of data stored in data structures that are 

contained in database section 4/) of memory 32, Status 

update procedure 50 enables a periodic updating of the 

status of various units connected to the network and a 

downloading of new status daia into various data structures ™ 

contained within database section 40. 



Database section 40 includes, among others, three prin- 
cipal databases that will be hereafter considered. A bindery 
section 52 includes SAPs that are received from newly 
connected printers and stores the data accompanying each 
SAP. A managed objects database (MOD) section 54 
includes an agent data structure 56 for each network printer 
and a communication data structure 58 for each network 
printer. In brief, each agent data structure 56 includes all 
information available regarding an associated printer, e.g., 
print speed, number of trays, print resolution, status of all 
print functions, etc., etc. 

Each agent data structure 56 has an associated commu- 
nication data structure 58 which includes the associated 
agent data structure name, the network address of the 
associated printer; any route information needed lo access 
the associated printer; data needed to enable access to 
network interface/communication procedure 46, print ser- 
vices manager 42, status update procedure 50, etc., etc. 

A service registry section 60 includes a listing of "public 
access printers" 62 which arc printers that are connected to 
network 20 and have had agent data structures 56 and 
communication data structures 58 established therefor. Such 
public access printers are thereby available for access by 
client processors over network 20. 

Turning now to FIGS. 2-4, the procedure employed by 
the invention to enable a network plug and print action with 
respect to a printer that is newly connected to network 20, 



58 to the newly created agent data structure 56 (box 114). 
Upon completion of the binding action, CDS 58 communi- 
cates with new printer 12 (box 116) and obtains further data 
concerning new printer 12 to enable subsequent communi- 
cation and control thereof. Such data includes, for example, 
number of trays, print resolution, various status indications 
concerning the printer, etc. 

Once the data is received by CDS 58, it is passed to 
, 5 managed objects database 54 for inclusion in the respec- 
tively associated agent data structure 56. New printer 12 is 
now available for access by a client processor. (Note that no 
user intervention has been required to either set up or operate 
the relevant data structures and processes.) 
40 Thereafter, when server 24 receives a printer request from 
a client processor, server 24 causes a search to be made of 
service registry database 60 and the listing of public access 
printers 62 for an available printer (box 118). A list of 
available printers (and their capabilities) is then provided to 
4 5 the client processor (box 120), where the user is enabled to 
select one for a print job. The data for each available public 
access printer provided to the client processor is acquired 
from agent data structures 56, stored in MOD 54. The 
information provided to the client processor not only indi- 
go cates printer availability, but also other document, device 
and property characteristics required to enable assessment of 
whether a printer is adapted to carrying out the print job. 

Thereafter, upon sensing a selection of a printer by a user 
at a client processor, PSM 42, in conjunction with CDS 58, 
55 enables the client processor to access the respectively 
selected printer (box 122). 

It should be understood that the foregoing description is 
only illustrative of the invention. Various alternatives and 



.„...,,,., modifications can be devised by those skilled in the art 

wiu be described. Imhally, it is assumed that a new printer oo without departing from the invention. Accordingly, the 
i aav P r imCr ' LS pIus S ed int0 a nclwork P°n (box present invention is intended to embrace all such 
100). Thereafter, the communication card (e.g., communi- 
cation card 13) in new printer 12 issues a service advertising 
protocol (SAP) message. The SAP includes at least the 
address of communication card 13 and the name of printer 
12 (box 102). Network server 24 receives and stores the new 
SAP in bindery 52 (box 104). Network plug and print 



alternatives, modifications and variances which fail within 
the scope of the appended claims. 
What is claimed is: ' 

1. A method for enabling a new printer to communicate 
over a network with one or more client processors connected 
to the network, the network at leas! partially controlled by a 
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printer, inciuucs an agent uaia structure wmcn maintains 
information aboul tbe respective client-accessible printer, 
said method comprising the steps of: 

a) responding to a message from the new printer with 
identification data that identifies the new printer, by 
storing the identification data in a memory; 

b) further responding to said message by automatically 
• establishing an instance of the agent data structure 

using said identification data; 

c) still further responding to said message by automati- 
cally establishing an instance of a communication data 
structure, said communication data structure including 
data enabling access to a communication procedure and 
further data enabling communication with said agent 
data structure; and 

d) responding to a printer request from a client processor 
by employing; without further user intervention, said 
communication data structure to enable automatic 
establishment of a communication pathway between 
said client processor and said new printer, and provid- 
ing data regarding said new printer from said agent data 
structure to said client processor for use thereby. 

2. The method as recited in claim 1, wherein step b) 
further communicates with said new printer to obtain further 
data concerning said new printer, for addition to said agent 
data structure. 

3. The method as recited in claim 1, wherein step d) 
causes a search to be made of communication data structures 
to determine which printers are available and match a client 
processor's print request requirements. 

4. The method as recited in claim 1, wherein step d) 
causes a search to be made of communication data structures 
to determine which printers are available and to provide a 
list of available printers to the client processor 

5. The method as recited in claim 4, wherein step d) 
responds to a request from said client processor for a specific 
available printer to establish a communication pathway 
between said client processor and the printer that was 
requested. 

6. The method as recited in claim 1, wherein step b) is 
preceded by a periodic search of said identification data 
stored in said memory, a finding of such data enabling • ; 
operation of step b). 

7. A storage media for controlling a server to enable a new 
printer to communicate over a network with one or more 
client processors connected to the network, said storage 
media comprising: 



mesagc trom the new printer with identification data 
that 'dentines the hew printer, by storing the identifi- 
cation data in a memory; 
5 b) meare responsive to said message for automatically 
contMling said server Mo establish an instance of a 
agent iata structure using data from said idenlification 
data; 

10 c) means responsive to said message for automatically 
controllng said server to establish an instance of a 
communration data structure, said communication 
data strudure including data enabling access to a 
communiciiion procedure and further data enabling 
15 communiction with said agent data structure; and 
d) means for controlling said server to respond to a printer 
request front a client processor, without further user 
intervention, by employing said communication data 
structure to eaable automatic establishment of a com- 
20 munication pathway between said client processor and 
said new printer, and by providing data regarding said 
new printer from said agent data structure to said client 
processor for use thereby. 
23 8. The storage media as recited in claim 7, wherein said 
means b) includes iieans for controlling said server to 
communicate with sad new printer to obtain further data 
concerning said new printer, for addition to said agent -data 
structure. 

50 9. The storage media as recited in claim 7, wherein means 
d), causes a search to be made of communication data 
structures to determine which printers are available and 
match a client processors print request requirements. 

10. The storage media as recited in claim 7, wherein 
-* 5 means d) causes a search to be made of "communication data 

structures to determine which printers are available and to 
provide a list of available printers to the client processor. 

11. The storage media as recited in claim 10, wherein 
means d) responds to a reqiest from said client processor for 

40 a specific available printer to establish a communication 
pathway between said ditvit processor and the printer that 
was requested. 

12. The storage media as recited in claim 7, wherein 
4S means b) first performs a periodic search of said memory for 

new printer identification data, a finding of such data 
enabling establishment of said agent data structure. 
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